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1
Decision/action requested

This contribution discusses the way forward for KI#1.
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3
Rationale

There are two solutions in TR 33.890 to address KI#1. The first one is based on a database which stores the IMS identity and its corresponding rich data (i.e., name card). The second one is based on the third-party Authorization server to perform the authorization.
Observation 1: In both solutions, the 3rd party ID is needed in the SIP INVITE.

Since one person may have multiple name cards to handle different kinds of business affairs, only one IMS identity cannot be used to differentiate all the cases. 
It’s proposed to include a 3rd party ID to indicate which name card the UE wants to present to others. 

Observation 2: In both solutions, UE should do mutual authentication with 3rd party though it’s out of scope of this study.

In solution 1, UE and database or some other 3rd party platform should do mutual authentication by out-of-band means to generate the 3rd party ID and the name cards and make them available to the database, e.g., the UE should authenticate with the human resource IT platform of a company.
However, since the database performs the authorization based on the IMS identity of the UE, the database needs to interact with IMS subsystem whenever a new user is arriving to retrieve the IMS identity of the user, e.g., a new employee joins the company.

In solution 2, it’s proposed to reuse the out-of-band authentication between UE and the 3rd party to generate a token for the UE, then, the token will be used to authenticate and authorize the UE. No real-time synchronization is needed between IMS subsystem and 3rd party on user profiles.

Therefore, solution 2 is more flexible than solution 1 considering the cases when users will join or leave the 3rd party dynamically.
Observation 3: In both solutions, the name cards signing and verification are based on SHAKEN Reference Architecture and TS 24.229.
Both solutions propose to reuse the Ms reference point as described in TS 24.229. It’s therefore proposed to draw the conclusion accordingly.
4
Detailed proposal

It is proposed to conclude the KI#1 as follows:

1) The 3rd party ID and a token assigned by 3rd party AS should be included in the SIP INVITE:

- How the third-party Authorization Server distributes the token to the UEs and the content of the token are out of the scope of this study.

- The 3rd party ID should at least include two parts: 1) routing information related to the 3rd party AS; 2) a number to identify a specific name cards for the UE.

2) The 3rd party AS should authenticate and authorize the UE based on the token and return the name card to the IMS subsystem for signing

3) The name cards signing and verification are based on SHAKEN Reference Architecture and TS 24.229.


